Languages (&

Kl Let’s Encrypt

Documentation

Get Help

Blog

Donate v
About Us v

[ Donate Now

NULLPS:/77eXamptLe.Ccoms VWiILIl dil ACIVIE CHETIL.

There are two steps to this process. First, the ACME client proves to the Certificate Authority
(CA) that the web server controls a domain. After that the client can request or revoke
certificates for that domain.

Domain Validation

Let's Encrypt identifies the ACME client software by public key. The first time the ACME client
interacts with Let's Encrypt, it generates a new account key pair and proves to the Let's Encrypt
CA that the operator controls one or more domains. This is similar to the traditional CA
process of creating an account and adding domains to that account.

To kick off the process, the client asks the Let's Encrypt CA what it needs to do in order to
prove that it controls example.com . The Let's Encrypt CA will look at the domain name being

requested and issue one or more sets of challenges. There are different ways that the client
can prove control of the domain. For example, the CA might give the client a choice of either:

e Provisioning a DNS record under example.com , or

e Provisioning an HTTP resource under a well-known URI on http://example.com/


https://tools.ietf.org/html/rfc8555
https://wikipedia.org/wiki/Certificate_authority
https://wikipedia.org/wiki/Public-key_cryptography
https://letsencrypt.org/
https://letsencrypt.org/donate/
https://letsencrypt.org/docs/
https://community.letsencrypt.org/
https://letsencrypt.org/blog/
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The client software completes one of the provided sets of challenges. Let’s say it is able to
accomplish the second task above: it creates a file on a specified path on the
http://example.com site. Once the client has completed these steps, it notifies the CA that

it's ready to complete validation.

Then, it's the CA’s job to check that the challenges have been satisfied from multiple network
perspectives.
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If the challenges check out, then the client identified by the public key is authorized to do
certificate management for example.com .

Note that this process cannot use HTTPS, which makes it vulnerable to certain attacks. In
order to mitigate the issue, Let's Encrypt actually performs multiple validations in parallel from
different network perspectives. This makes it significantly harder for an attacker to
successfully subvert the validation process.


https://letsencrypt.org/2020/02/19/multi-perspective-validation
https://letsencrypt.org/2020/02/19/multi-perspective-validation

Certificate Issuance and Revocation

Once the client is authorized, requesting, renewing, and revoking certificates is simple—just
send certificate management messages and sign them with the authorized account key pair.

Issuance

To obtain a certificate for the domain, the client constructs a PKCS#10 Certificate Signing
Request (CSR) that asks the Let's Encrypt CA to issue a certificate for example.com with a

specified public key. As usual, the CSR includes a signature by the private key corresponding to
the public key in the CSR. The client also signs the whole CSR with the authorized key for
example.com so thatthe Let's Encrypt CA knows it's authorized.

When the Let's Encrypt CA receives the request, it verifies both signatures. If everything looks
good, it issues a certificate for example.com with the public key from the CSR and returns it

to the client. The CA will also submit the certificate to numerous public Certificate
Transparency (CT) logs. See here for more details.

example.com
" Web Server |
. Admin Let’s KB
. Software \1 ( Encrypt
example.com

Renewing a certificate at a later time means repeating the issuance process over again -
performing domain validation and then requesting a new certificate.

Revocation

Revocation works in a similar manner. The client signs a revocation request with the account
key pair authorized for example.com, and the Let's Encrypt CA verifies that the request is

authorized. If so, it publishes revocation information via Certificate Revocation List (CRL), so



https://tools.ietf.org/html/rfc2986
https://tools.ietf.org/html/rfc2986
https://certificate.transparency.dev/howctworks/#pki
https://en.wikipedia.org/wiki/Certificate_revocation_list

that relying parties such as browsers can know that they shouldn’t accept the revoked
certificate.

Revoke this certificate:
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ISRG

Let's Encrypt is a free, automated, and open Certificate Authority brought to you by the
nonprofit Internet Security Research Group (ISRG). Read all about our nonprofit work this year
in our 2025 Annual Report.
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