@ Cephadm

O Notice

This document is for a development version of Ceph.

Report a Documentation Bug

CEPHADM

cephadm is a utility that is used to manage a Ceph cluster.
Here is a list of some of the things that cephadm can do:

o cephadm can add a Ceph container to the cluster.
e cephadm can remove a Ceph container from the cluster.

e cephadm can update Ceph containers.

cephadm does not rely on external configuration tools like Ansible, Rook, or Salt. However, those

external configuration tools can be used to automate operations not performed by cephadm
itself. To learn more about these external configuration tools, visit their pages:

« https:/github.com/ceph/cephadm-ansible
 https:/rook.io/docs/rook/v1.10/Getting-Started/intro/
o https:/github.com/ceph/ceph-salt

cephadm manages the full lifecycle of a Ceph cluster. This lifecycle starts with the bootstrapping
process, when cephadm creates a tiny Ceph cluster on a single node. This cluster consists of one
Monitor and one Manager. cephadm then uses the orchestration interface to expand the cluster,

adding hosts and provisioning Ceph daemons and services. Management of this lifecycle can be
performed either via the Ceph command-line interface (CLI) or via the dashboard (GUI).

To use cephadm to get started with Ceph, follow the instructions in Using Cephadm to Deploy a

New Ceph Cluster.

cephadm was introduced in Ceph release v15.2.0 (Octopus) and does not support older versions

of Ceph. ]

« Compatibility and Stability



https://pad.ceph.com/p/Report_Documentation_Bugs
https://github.com/ceph/cephadm-ansible
https://rook.io/docs/rook/v1.10/Getting-Started/intro/
https://github.com/ceph/ceph-salt
https://docs.ceph.com/en/latest/cephadm/install/#cephadm-deploying-new-cluster
https://docs.ceph.com/en/latest/cephadm/install/#cephadm-deploying-new-cluster
https://docs.ceph.com/en/latest/cephadm/compatibility/
https://docs.ceph.com/en/latest/

@ Cephadm
o SLdDIIILY

» Using Cephadm to Deploy a New Ceph Cluster

o Requirements

o Install Cephadm

o Bootstrap a New Cluster

o Enable Ceph CLI

o Adding Hosts

o Adding Additional Monitors

o Adding Storage

o Using Ceph

o Different Deployment Scenarios

« Converting an Existing Cluster to Cephadm

o Limitations
o Preparation
o Adoption Process

« Host Management

o Listing Hosts

o Adding Hosts

o Removing Hosts

o Host Labels

o Maintenance Mode

o Rescanning Host Devices

o Creating many Hosts at Once

o Setting the Initial CRUSH Location of a Host
o Removing a Host from the CRUSH Map

o OS Tuning Profiles

o SSH Configuration

o Fully Qualified Domain Names vs Bare Host Names
o Sudo Hardening

« Service Management

o MON Service
o MGR Service
o OSD Service
o RGW Service
o MDS Service
o NFS Service

o iSCSI Service
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https://docs.ceph.com/en/latest/cephadm/adoption/#preparation
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https://docs.ceph.com/en/latest/cephadm/host-management/
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https://docs.ceph.com/en/latest/cephadm/host-management/#maintenance-mode
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https://docs.ceph.com/en/latest/cephadm/host-management/#creating-many-hosts-at-once
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https://docs.ceph.com/en/latest/cephadm/host-management/#removing-a-host-from-the-crush-map
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@  Cephadm
o IVIOMNILOTINgG Services

o SNMP Gateway Service

o Tracing Services

o SMB Service

o Management Gateway

o OAuth2 Proxy

o Service Status

o Daemon Status

o Service Specification

o Daemon Placement

o Extra Container Arguments
o Extra Entrypoint Arguments
o Custom Config Files

o Removing a Service

o Disabling Automatic Deployment of Daemons

+ Certificate Management

o Introduction

o Certificate Management Behavior
o Configuration

o Certificate Health Monitoring

o Spec Fields for SSL Configuration
o Certificate Scopes

o Listing Certificates

o Listing Entities

o Checking Certificate Status

o Listing Certificate Keys

o Retrieving a Certificate

o Retrieving a Certificate Key

o Setting a Certificate-Key Pair

o Setting a Certificate

o Setting a Private Key

o Removing a Certificate

o Removing a Private Key

o Generating Certificates

« Upgrading Ceph

o Starting the Upgrade

o CRUSH bucket-scoped OSD upgrades ( osd ok-to-upgrade )

o Monitoring the Upgrade

o Canceling an Upgrade
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https://docs.ceph.com/en/latest/cephadm/services/#custom-config-files
https://docs.ceph.com/en/latest/cephadm/services/#removing-a-service
https://docs.ceph.com/en/latest/cephadm/services/#disabling-automatic-deployment-of-daemons
https://docs.ceph.com/en/latest/cephadm/certmgr/
https://docs.ceph.com/en/latest/cephadm/certmgr/#introduction
https://docs.ceph.com/en/latest/cephadm/certmgr/#certificate-management-behavior
https://docs.ceph.com/en/latest/cephadm/certmgr/#configuration
https://docs.ceph.com/en/latest/cephadm/certmgr/#certificate-health-monitoring
https://docs.ceph.com/en/latest/cephadm/certmgr/#spec-fields-for-ssl-configuration
https://docs.ceph.com/en/latest/cephadm/certmgr/#certificate-scopes
https://docs.ceph.com/en/latest/cephadm/certmgr/#listing-certificates
https://docs.ceph.com/en/latest/cephadm/certmgr/#listing-entities
https://docs.ceph.com/en/latest/cephadm/certmgr/#checking-certificate-status
https://docs.ceph.com/en/latest/cephadm/certmgr/#listing-certificate-keys
https://docs.ceph.com/en/latest/cephadm/certmgr/#retrieving-a-certificate
https://docs.ceph.com/en/latest/cephadm/certmgr/#retrieving-a-certificate-key
https://docs.ceph.com/en/latest/cephadm/certmgr/#setting-a-certificate-key-pair
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https://docs.ceph.com/en/latest/cephadm/certmgr/#setting-a-private-key
https://docs.ceph.com/en/latest/cephadm/certmgr/#removing-a-certificate
https://docs.ceph.com/en/latest/cephadm/certmgr/#removing-a-private-key
https://docs.ceph.com/en/latest/cephadm/certmgr/#generating-certificates
https://docs.ceph.com/en/latest/cephadm/upgrade/
https://docs.ceph.com/en/latest/cephadm/upgrade/#starting-the-upgrade
https://docs.ceph.com/en/latest/cephadm/upgrade/#crush-bucket-scoped-osd-upgrades-osd-ok-to-upgrade
https://docs.ceph.com/en/latest/cephadm/upgrade/#monitoring-the-upgrade
https://docs.ceph.com/en/latest/cephadm/upgrade/#canceling-an-upgrade
https://docs.ceph.com/en/latest/
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o FrOLeNntial Froniems

o Using Customized Container Images
o Staggered Upgrade
o Updating a non-Ceph Image Service with a Custom Image

+ Cephadm operations

o Watching Cephadm Log Messages

o Ceph Daemon Control

o Ceph Daemon Logs

o Per-node Cephadm Logs

o Data Location

o Health Checks

o Management of Client Keyrings and Configs
o Management of /etc/ceph/ceph.conf
o Limiting Passwordless Sudo Access

o Purging a cluster

o Replacing a Device

« Client Setup

o Config File Setup
o Keyring Setup

« Troubleshooting

o Pausing or Disabling Cephadm

o Per-service and Per-daemon Events

o Checking Cephadm Logs

o Gathering Log Files

o Collecting Systemd Status

o List all Downloaded Container Images
o Manually Running Containers

o SSH Errors

o Failed to Infer CIDR Network Error

o Accessing the Admin Socket

o Running Various Ceph Tools

o Restoring the Monitor Quorum

o Manually Deploying a Manager Daemon
o Capturing Core Dumps

o Running the Debugger with Cephadm

« Cephadm Feature Planning

o Developing with cephadm
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https://docs.ceph.com/en/latest/cephadm/operations/#replacing-a-device
https://docs.ceph.com/en/latest/cephadm/client-setup/
https://docs.ceph.com/en/latest/cephadm/client-setup/#config-file-setup
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https://docs.ceph.com/en/latest/cephadm/troubleshooting/#per-service-and-per-daemon-events
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https://docs.ceph.com/en/latest/

o Loimpidance CrieCk

o Cephadm Invoker

o Storage devices and OSDs management

o Notes and Thoughts on Cephadm'’s scalability

O Brought to you by the Ceph Foundation
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